
WFCA & HIPAAWFCA & HIPAA

The Next PhaseThe Next Phase



HIPAA SecurityHIPAA Security

HIPAA Security is the next level to be HIPAA Security is the next level to be 
implemented.implemented.

Large Plans need to be in compliance Large Plans need to be in compliance 
by April 21, 2005 by April 21, 2005 –– Small Plans have Small Plans have 
until that date in 2006.  until that date in 2006.  

Rule includes protecting the integrity Rule includes protecting the integrity 
of data, insuring confidentiality and of data, insuring confidentiality and 
availability.availability.



HIPAA SecurityHIPAA Security

Technologically NeutralTechnologically Neutral
Supplementing Software and Supplementing Software and 
using what you have differentlyusing what you have differently

ComprehensiveComprehensive
Technical and BehavioralTechnical and Behavioral

StandardsStandards
Implementation specifications can Implementation specifications can 
be either Required or be either Required or AddressableAddressable



General RequirementsGeneral Requirements

Applies to Electronic Protected Applies to Electronic Protected 
Health Information (ePHI)Health Information (ePHI)

Created, received, maintained or Created, received, maintained or 
transmitted by a Covered Entitytransmitted by a Covered Entity

Protects against reasonably Protects against reasonably 
anticipated threats or hazards to the anticipated threats or hazards to the 
security or integrity of informationsecurity or integrity of information
Protects against reasonably Protects against reasonably 
anticipated uses and disclosures not anticipated uses and disclosures not 
permitted by privacy rulespermitted by privacy rules
Ensures workforce compliance.Ensures workforce compliance.



Security: Security: 
Administrative SafeguardsAdministrative Safeguards

Employers must put in place Employers must put in place 
administrative procedures to protect administrative procedures to protect 
housed or transmitted data, housed or transmitted data, 
including:including:

Data Backup Data Backup -- Disaster Recovery PlansDisaster Recovery Plans
Access Authorization ControlsAccess Authorization Controls
Security TestingSecurity Testing
Virus CheckingVirus Checking
Risk AnalysisRisk Analysis
Termination of Access ProceduresTermination of Access Procedures
Training/ Workforce SanctionsTraining/ Workforce Sanctions



Security: Security: 
Technical SafeguardsTechnical Safeguards

Includes :Includes :
Automatic System LogoffAutomatic System Logoff
Unique User IdentificationUnique User Identification
Pin # or Password protection Pin # or Password protection 

Periodic changes to passwords and Periodic changes to passwords and 
requiring alpha/numeric combinationsrequiring alpha/numeric combinations

Audit Controls Audit Controls 
Event ReportingEvent Reporting
EncryptionEncryption



Security:Security:
Physical SafeguardsPhysical Safeguards

Access Control :Access Control :
Procedure for Emergency AccessProcedure for Emergency Access
Workstation Security plansWorkstation Security plans
Media use and DisposalMedia use and Disposal

May also require a plan for:May also require a plan for:
Environmental and Natural HazardsEnvironmental and Natural Hazards
Protection from Unauthorized IntrusionsProtection from Unauthorized Intrusions



Risk Analysis Risk Analysis -- REQUIREDREQUIRED

Inventory & Review Data SystemsInventory & Review Data Systems
Identify Threats/VulnerabilitiesIdentify Threats/Vulnerabilities
Evaluate Security ControlsEvaluate Security Controls
Assess Likelihood of RiskAssess Likelihood of Risk
Consider ImpactConsider Impact
Determine RiskDetermine Risk
Record & DocumentRecord & Document
Ongoing Review/UpdatesOngoing Review/Updates





HIPAA Complaints HIPAA Complaints –– Easy to File!Easy to File!

 

Form Approved: OMB No. 0990 0269
See OMB Statement on Reverse.

DEPARTMENT OF HEALTH AND HUMAN SERVICES 
OFFICE FOR CIVIL RIGHTS (OCR) 

HEALTH INFORMATION PRIVACY COMPLAINT 

If you have questions about this form, call OCR (toll-free) at: 
1-800-368-1019 (any language) or 1-800-537-7697 (TDD) 

YOUR FIRST NAME YOUR LAST NAME 
            

HOME PHONE WORK PHONE 
(         )       (         )       

STREET ADDRESS CITY 
            

STATE ZIP E-MAIL ADDRESS (If available) 
                  

Are you filing this complaint for someone else?   Yes  No 
If Yes, whose health information privacy rights do you believe were violated? 

FIRST NAME LAST NAME 
            

Who (or what agency or organization, e.g., provider, health plan) do you believe violated your (or someone else’s) health 
information privacy rights or committed another violation of the Privacy Rule? 
PERSON/AGENCY/ORGANIZATION 
      

STREET ADDRESS CITY 
            

STATE ZIP PHONE 
            (         )       

When do you believe that the violation of health information privacy rights occurred? 
LIST DATE(S) 
      
Describe briefly what happened. How and why do you believe your (or someone else’s) health information privacy rights were 
violated, or the privacy rule otherwise was violated? Please be as specific as possible. (Attach additional pages as needed) 
 
 
 
 
 
 
 
Please sign and date this complaint. 
SIGNATURE DATE 
       



HIPAA Applied LocallyHIPAA Applied Locally……



HIPAA Applied LocallyHIPAA Applied Locally……


